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3.19.14. AT#SSLSECCFG2 - Configure Additional Parameters of a SSL Socket

This command allows configuring additional SSL security parameters.

SIM Presence  Setting saved Can be aborted = MAX timeout SELINT

Required Auto No - 2

= & ATH#SSLSECCFG2=<SSId>,<version>,<SNI>[,<CustomCA>[,<PreloadedCA>[,<MinVe

rsion>]]
Parameters:
Name Type Default Description
<SSld> integer  N/A  Secure Socket |dentifier
Value:
1+10 : SSL socket ID
<version> integer 4 select SSL/TLS protocol version
Values:
0+2 : protocol version TLSv1.2
3 : protocol version TLSv1.2
4 . protocol version TLSv1.3
<SNI> integer 0 enable/disable Service Name
Indication
Values:
0 : SNldisabled
1 : SNl enabled
<CustomCA> integer 1 mask indicating which CA certificate

is used from AT#SSLSECDATA

Values:
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0 : No CA certificate

1 : Use the CA Certificate 1
2 : Usethe CA Certificate 2
4 : Usethe CA Certificate 3

8 : Use the CA Certificate 4

<PreloadedCA> integer 1 mask indicating which CA certificate
is used from AT#SSLSECCA

Values:
0 : No CA certificate
1 : Use the CA Certificate 1
2 : Usethe CA Certificate 2

4 : Use the CA Certificate 3

<MinVersion> integer 1 Set the Minimum acceptable TLS
version

Values:
1 : protocol version TLSv1.0
2 : protocol version TLSv1.1
3 : protocol version TLSv1.2

4 . protocol version TLSv1.3

Additional info:

™ Select which CA certificate to use

Maximum 3 certificate between <PreloadedCA> and <CustomCA> must be
selected at the same time.

<MinVersion> must be minor or equal to <version>.

806175T10991A Rev. 13 Page 878 of 1095 2023-05-18



[ ]
ME310G1/ME910G1/ML865G1 AT Commands Reference Guide -I-ent

«} ATHSSLSECCFG2?

Read command reports the currently selected parameters in the format:

#SSLSECCFG2: <SSld>,<version>,<SNI|>,< CustomCA >,< PreloadedCA
>, <MinVersion>

?{"} ATH#SSLSECCFG2=?

Test command reports the range of supported values for all the parameters.

</> See the following examples:

e Set 1stand 2nd certificates of AT#SSLSECDATA and 3rd certificate
from AT#SSLSECCA

AT#SSLSECCFG2 =1,4,0,3,4
OK

e Set2nd, 3rd and 4th certificates of AT#SSLSECDATA and NO
cartificate from AT#SSLSECCA

AT#SSLSECCFG2 =1,4,0,14,0
OK
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